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ABSTRACT ARTICLE HISTORY
This study aimed to investigate (a) the relationships between the three Received 23 October 2024
dimensions of dark triad personality traits (narcissism, Machiavellianism, Accepted 8 January 2025

and psychopathy), moral disengagement, and cyberbullying perpetration,
and (b) whether moral disengagement mediates the relationship between
these traits and cyberbullying perpetration. Self-reported survey data were
collected from 359 Irainian university students in Iran and analyzed using
structural equation modeling. Results revealed that narcissism,
Machiavellianism, psychopathy, and online moral disengagement were
directly associated with cyberbullying perpetration. Furthermore,
Machiavellianism and psychopathy showed indirect effects on cyberbullying
perpetration through moral disengagement.

Online technology has become an integral part of everyday communication and social interaction,
including disruptive and deviant behaviors such as cyberbullying. Cyberbullying refers to bullying
through electronic devices (e.g., computers and cell phones) and in online contexts (Chun et al. 2020).
Like all forms of bullying, cyberbullying is an immoral behavior (Romera et al. 2019) that is inten-
tional, repeated, and harmful to the target or group of targets. However, unlike traditional bullying, it
involves the use of computers, cell phones, and other forms of electronic communication (Patchin and
Hinduja 2013). Cyberbullying is associated with a range of adverse outcomes. Research indicates that
being a target of cyberbullying correlates with decreased self-esteem (Barlett, Kowalski, and Wilson
2024) and academic achievement (Gardella, Fisher, and Teurbe-Tolon 2017), as well as increased
relationship problems with peers (Marciano, Schulz, and Camerini 2020), loneliness (Barlett,
Kowalski, and Wilson 2024), anxiety (Marciano, Schulz, and Camerini 2020), behavioral problems
(Marciano, Schulz, and Camerini 2020), drug use (Barlett, Kowalski, and Wilson 2024), school absence
(Gardella, Fisher, and Teurbe-Tolon 2017), depression (Hu et al. 2021; Li et al. 2024; Marciano, Schulz,
and Camerini 2020; Tran et al. 2023), self-harm (Heerde and Hemphill 2019; John et al. 2018; Li et al.
2024), and suicidal ideations and attempts (John et al. 2018; Li et al. 2024). Studies focusing on
university students in Iran have identified similar negative consequences of cyberbullying victimiza-
tion, including depression, anxiety, loneliness, substance use, self-harm, and suicide attempts (Kabiri
et al. 2022; Shadmanfaat and Mehdi Rahmati 2023).

Cyberbullying is not only prevalent among children and adolescents (Camerini et al. 2020;
Evangelio et al. 2022) but also among university students globally (Bussu et al. 2025; Wei et al.
2023), including those in the Middle East (Al-Darmaki, Al Sabbah, and Haroun 2022; Aliverdinia
and Ghorbanzadeh 2019; Aliverdinia and Rismanchi 2018; Mahasneh et al. 2024; Qudah et al. 2019).
A recent review found that the prevalence of cyberbullying among university students ranges from
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65% to 86% across six Middle Eastern countries (Mahasneh et al. 2024) and from 20% to 53% among
Iranian university students (Aliverdinia and Ghorbanzadeh 2019; Kabiri et al. 2020; Shadmanfaat et al.
2021).

The high prevalence of cyberbullying among university students in the Middle East highlights the
need to further examine this issue in the region. Variations in prevalence across studies may stem from
contextual, geographical, and sample differences, as well as inconsistencies in how cyberbullying is
measured. These discrepancies can lead to differing prevalence rates due to variations in the defini-
tions of cyberbullying, the types of cyberbullying assessed, and the items and time frames used (Chun
et al. 2020; Saleem et al. 2022). For instance, differences in cutoff points or thresholds for what
constitutes cyberbullying can significantly affect prevalence rates (Olweus and Limber 2018). Another
critical factor is that research on cyberbullying is often conducted separately from studies on tradi-
tional forms of bullying. This separation complicates efforts to determine and compare the overall
prevalence of cyberbullying behaviors (Olweus and Limber 2018).

The common types of cyberbullying include flaming (posting hostile messages), harassment
(frequently posting offensive or insulting messages), and denigration (spreading humiliating or
damaging rumors online). Other behaviors include impersonation (making someone look bad),
outing (posting someone’s secrets or sensitive information), trickery (deceiving someone into sharing
secrets or sensitive information and then posting it online), ostracism or exclusion (blocking someone
from an online group), cyberstalking (using the internet to repeatedly harass or stalk someone), and
cyberthreats (sending threatening information to someone) (Singh et al. 2024; Zhang, Wei et al. 2022).
However, less severe behaviors, such as flaming and ostracism, are more frequent, while severe forms,
including cyberstalking and threats, occur less often but have more severe consequences for victims
(Watts et al. 2017; Zych, Ortega-Ruiz, and Marin-Lépez 2016). What all forms of cyberbullying share
is that they are immoral, unwanted behaviors that repeatedly harm the targeted student.

Both dark triad personality traits (Paulhus and Williams 2002) and moral disengagement (Bandura
2002, 2016) have been proposed as psychological phenomena that drive individuals to engage in
immoral behaviors and harming others. Accordingly, both have been found to be significant risk
factors of cyberbullying perpetration (Barlett, Kowalski, and Wilson 2024; Gajda et al. 2023; Orue and
Calvete 2019; Zhang et al. 2020). Nevertheless, several limitations can be identified in existing research.
The individual dimensions of the dark triad have not always been analytically differentiated, and the
role of moral disengagement as a mediating variable in the relationship between these traits and
cyberbullying has not been fully explored. For instance, Zhang, Zhen et al. (2022) treated the dark triad
as a composite construct and did not examine the direct and indirect associations between its facets
and moral disengagement. In another study, Wu et al. (2023) did not consider narcissism and
Machiavellianism in their analysis, even though they reported positive relationships between psycho-
pathy, moral disengagement, and online trolling. The present study builds on these prior works by
separately examining the effects of individual dark triad traits and the mediating role of moral
disengagement among 359 university students from the University of Tehran in the context of
cyberbullying.

Dark triad personality traits and cyberbullying

The dark triad personality traits consist of Narcissism, Machiavellianism, and Psychopathy (Blasco-
Belled et al. 2024; Duradoni et al. 2023; Moreira et al. 2024; Zheng and MacCann 2003), as originally
suggested (Paulhus and Williams 2002). These personality traits have been related to aggression,
violence, bullying perpetration, delinquency, and conduct disorder (Moreira et al. 2024) and are
therefore useful in understanding different forms of antisocial behaviors including cyberbullying
perpetration. In an online context characterized by features such as anonymity and low accountability,
it is hypothesized that dark triad personality traits play a decisive role in shaping the dynamics of
cyberbullying (Goodboy and Martin 2015).
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Additionally, previous studies suggest that individuals with high levels of dark triad traits are more
likely to engage in online aggression and harassment, which can be attributed to the traits’ character-
istics such as manipulation, self-advocacy, and lack of empathy (Buckels et al. 2013; Leite, Cardoso,
and Paula Monteiro 2023; Pabian, De Backer, and Vandebosch 2015). However, it is vital to consider
that the associations between dark triad traits and online behavior are context-dependent as well as
specific to each interaction. Thus, the results of our study should be interpreted within these para-
meters. This research contributes to the understanding of the potential links between dark triad traits
and cyberbullying perpetration, and it provides a more specific analysis of the broader debate on
antisocial behaviors in online contexts.

The three components of dark triad personality traits — Machiavellianism, narcissism, and psycho-
pathy - are interlinked yet distinctive (Furnham, Richards, and Paulhus 2013; Jonason and Webster
2010; Muris et al. 2017; Paulhus and Williams 2002). Machiavellianism is defined as self- interest,
materjalism, and amorality expressed as manipulation and deceit of others (Jones and Jose Figueredo
2013; Jones and Paulhus 2014; Muris et al. 2017).; Narcissism is defined as a self-schema of entitlement,
arrogance, superiority, and grandiosity (Furnham, Richards, and Paulhus 2013; Jones and Paulhus
2014). Psychopathy, on the other hand, includes characteristics such as uncaring (lack of empathy
toward other people), irresponsible (a need for thrills), and poor self-control (Furnham, Richards, and
Paulhus 2013, Jones and Paulhus 2014; Veselka, Aitken Schermer, and Vernon 2012). Earlier research
has linked dark triad traits to several forms of online deviance, including online fraud (Smith et al.
2023; Smith, Emerson, and Mauldin 2021), cyberstalking (Kircaburun, Jonason, and Griffiths 2018),
technology-facilitated sexual violence (Gunnoo, Jackson, and Saling 2024), online antisocial behavior
(Moor and Anderson 2019), and cyberbullying (Park et al. 2024).

These traits might be particularly visible in the digital environment. Existing findings demonstrate
how Machiavellianism, narcissism, and psychopathy may leverage the affordances of digital platforms.
For instance, Machiavellians may use social media applications for cyberbullying since they under-
stand how to control other people and can conceal their identities when using social media apps
(Yuan, Liu, and An 2020). Studies have noted that Machiavellians often manipulate or coerce others in
digital contexts to serve their self-interest (Xu, Zhao, and Jin 2024). Similarly, narcissists may engage in
cyberbullying to assert dominance over their audience and garner admiration, using real-time inter-
actions such as likes and comments to boost their egos and grandiose self-perceptions (Fan et al. 2019).
These narcissistic individuals may seek validation and admiration that leads them to engage in online
interactions for the purpose of asserting dominance (Fang et al. 2023). Psychopaths, by contrast, might
exhibit callousness and lack of empathy through cyberbullying, as the internet provides an ideal
environment for thrill-seeking and demonstrating power over others (Xu, Zhao, and Jin 2024). They
may act erratically and selfishly, finding gratification in harassing online targets. Previous findings
suggest a link between psychopathy and specific online behaviors (Orue and Calvete 2019).

In sum, the combination of dark triad traits increases the likelihood of engagement in cyberbullying
within online social networks. These behaviors are often linked to predispositions associated with
Machiavellianism, narcissism, and psychopathy, as described in prior studies (Schade, Voracek, and
Tran 2021; Wright et al. 2020). Therefore, the present research proposed that dark triad personality
traits are positively related to cyberbullying perpetration among university students (Hypothesis 1).

Moral disengagement and cyberbullying

The social cognitive theory of moral agency, proposed by Bandura (2016), highlights that moral self-
monitoring and self-evaluation are common mechanisms people use to regulate their behavior to
avoid engaging in harmful conduct. However, this self-regulation can be selectively disengaged
through cognitive processes, allowing individuals to justify or rationalize negative behaviors. This
phenomenon, referred to as moral disengagement, enables individuals to perceive their actions as less
or not at all immoral, allowing them to perform unethical or even inhuman actions without feelings of
guilt, remorse, or shame (Bandura 2002, 2016). Social cognitive theory provides a framework for
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understanding how individuals bypass internal moral standards, making moral disengagement
a crucial concept in examining aggressive and deviant behaviors such as cyberbullying.

In the present research, we aimed to investigate moral disengagement mechanisms in the context of
cyberbullying perpetration. Bandura (2002, 2016) proposed eight mechanisms of moral disengage-
ment, comprising 32 items in the original scale (Bandura et al. 1996). We employed a short version
with eight items-one for each mechanism. The eight mechanisms are as follows: moral justification
(i.e., claiming that cyberbullying is righteous or necessary), euphemistic labeling (i.e., framing actions
as “just playing a prank” or “sharing some information” instead of bullying), advantageous compar-
ison (i.e., perceiving one’s negative action as less negative and more acceptable by comparing it to
worse behaviors), diffusion of responsibility (i.e., minimizing one’s responsibility for an action by
attributing it to a group), distorting the consequences (i.e., denying or trivializing the effects of
cyberbullying), displacement of responsibility (i.e., excusing oneself by shifting blame onto others or
circumstances), attribution of blame (i.e., blaming the victim), and dehumanization (i.e., perceiving
and treating the victim as less human, leading to desensitization) (also see Paciello et al. 2020).

The eight mechanisms of moral disengagement proposed by the social cognitive theory (Bandura
2002, 2016) were included in the measurement in this study because they are most often used in
previous studies on moral disengagement and, as a measured construct of moral disengagement,
linked to antisocial, aggressive, and bullying behaviors (Gini, Pozzoli, and Hymel 2014; Killer et al.
2019; Luo and Bussey 2023; Thornberg 2023), including cyberbullying (Lo Cricchio et al. 2021; Luo
and Bussey 2022; Zhou, Zheng, and Gao 2019). The relationship between moral disengagement and
cyberbullying perpetration has also been supported by meta-analyses by Killer et al. (2019), and Zhao
and Yu (2021). Based on the aforementioned theoretical and empirical literature, we posited that
moral disengagement has a direct relationship with cyberbullying perpetration among university
students (Hypothesis 2).

The mediating role of moral disengagement in the relationship between the dark triad and
cyberbullying

Moral disengagement has been proposed in the literature as a potential mediator between psychopathy
or other antisocial personality traits and disruptive behavior (Paciello et al. 2020). Individual with dark
triad personality traits may be more likely to engage in moral disengagement due to their self-centered
and egocentric tendencies, which reduces their moral empathy. This predisposition may lead them to
justify their deviant behaviors through moral disengagement. Pechorro et al. (2024) found that the
capacity to engage in moral disengagement was positively associated with Machiavellianism, narcis-
sism, and psychopathy.

Machiavellian individuals, who are prone to manipulative behaviors, may also easily rationalize
their actions, diminish feelings of guilt, downplay the negative consequences of their aggression, and
dehumanize their targets. Narcissists, characterized by self-righteousness, dominance, ego-centrism,
and grandiosity, may be more likely to use self-justification and euphemistic labeling to protect their
superior self-image. They may also justify their victims as inferior or undeserving and shift the blame
onto the victims for their mistreatment. Psychopaths, who exhibit low empathy and impulsiveness, are
likely to dehumanize their targets, distort and deny the consequences of harm, and perceive aggression
as trivial (Gajda et al. 2023; Kokkinos and Antoniadou 2024). This disposition for moral disengage-
ment allows individuals with dark triad trait to engage in unethical behaviors like cyberbullying
without experiencing guilt or shame.

Consequently, it is reasonable to propose that dark triad personality traits influence an individual’s
propensity to engage in cyberbullying by undermining their moral judgment and cognitive processes
(Fang et al. 2020). In other words, moral disengagement may serve as a mediator linking dark triad
personality traits and cyberbullying. Supporting evidence includes findings that moral disengagement
partially mediates the relationship between callous-unemotional traits and both traditional bullying
(Elits and Baker 2024; Thornberg et al. 2024) and cyberbullying (Fang et al. 2020). Nocera et al. (2022)
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established that psychopathic, sadistic, and anger traits were positively related to cyberbullying
perpetration, with that moral disengagement mediating this relationship. Similarly, Erzi (2020)
found that narcissism, Machiavellianism, and psychopathy were directly and indirectly related to
relational aggression through moral disengagement. Additionally, Zych and Llorent’s (2019) demon-
strated that affective empathy has a negative direct and indirect effect on bullying, mediated by moral
disengagement. Guided by this theoretical and empirical foundation, the present study proposed that
moral disengagement partially mediates the relationship between dark triad personality traits and
cyberbullying perpetration (Hypothesis 3).

Aim and hypotheses

The aim of this study was to test a model that directly links the three factors of dark triad personality
traits — Machiavellianism, narcissism, and psychopathy — with moral disengagement and cyberbully-
ing. Furthermore, the study aimed to examine whether moral disengagement mediates the relation-
ship between these dark traits and cyberbullying perpetration among university students. Many
existing studies have not separately analyzed the individual contributions of these three dark traits
or explored the potential mediating role of moral disengagement in their association with cyberbully-
ing. This paper aims to address this gap by investigating the distinct effects of Machiavellianism,
narcissism, and psychopathy on cyberbullying perpetration, with moral disengagement as a mediating
factor. The study posited the following hypotheses:

(1) Hypothesis 1: dark triad personality traits are directly and positively associated with cyberbul-
lying perpetration.

(2) Hypothesis 2: Moral disengagement is directly and positively associated with cyberbullying
perpetration.

(3) Hypothesis 3: Moral disengagement partially mediates the positive relationship between dark
triad personality traits and cyberbullying perpetration.

Methods
Participants

The participants in this study comprised 344 students from the University of Tehran, who participated
during the spring of 2024. The statistical population included 1,350 students. Using the G-Power
software (Cunningham and McCrum-Gardner 2007), we established the necessary effect size, with
a power of 0.99 (1 - B err prob) and an alpha level of 0.01 (two-tailed). To detect a medium effect size
(f=0.15), a total sample of 262 participants was required, incorporating independent and demo-
graphic variables such as Machiavellianism, psychopathy, narcissism, online moral disengagement,
age, education, and marital status. To ensure sufficient statistical power, 400 questionnaires were
distributed, resulting in 344 valid responses (response rate: 86%) after excluding incomplete cases.

Among the participants, 53.2% were male and 46.8% were female. Age distribution was as follows:
43.6% were under 20 years, 28.7% were between 20 and 25 years, 18% were between 26 and 30 years,
and 10.2% were over 30 years (M = 22.53; SD = 4.67). Regarding marital status, 80.5% of participants
were single, while 19.9% were married. In terms of educational attainment at the time of data
collection, 62.2% were enrolled in a bachelor’s degree program, 32.6% were pursuing a master’s
degree, and 5.2% were seeking a PhD (for an overview of the sample, see Table 1).

For the purpose of this study, we employed a random sampling technique and chose participants
from a list of all students in the university as provided by the education management center. The
questionnaires were handed out in person. Since there were no international students in the sampling
frame, they were not included in the study. The sampling frame involved both undergraduate and
postgraduate students.
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Procedure

The survey was conducted from April 20, 2024, to May 19, 2024, following approval from the
institutional ethics committee. University administrators were first informed of the study’s
objectives, and permission was obtained. Participants were then briefed on the study’s pur-
pose, their rights (including the option to withdraw at any time without explanation), and the
confidentiality of their responses. Written informed consent was secured before they com-
pleted anonymous questionnaires in a quiet, comfortable environment, free from the presence
of authority figures, to reduce social desirability bias. Pilot testing was conducted to refine the
instrument, improving clarity and reliability.

Measures

Cyberbullying perpetration

Cyberbullying perpetration was measured using five items developed by Sticca, Ruggieri,
Alsaker, and Perrenand Patchin and Hinduja (2013) Participants were asked about their beha-
vior over the past six months with items such as “How often have you spread rumors about
someone online?” and “How often have you posted mean or hurtful comments about someone
online?” Responses were recorded on a scale ranging from 0 (Never) to 4 (Almost daily). This
scale has previously demonstrated internal reliability (Cronbach’s a=.96,Patchin and Hinduja
2013).

Dark triad personality traits

Dark triad personality traits were assessed using Jonason and Webster’s (2010):12-item Dark Triad
Dirty Dozen scale, which includes items measuring Machiavellianism (four items, e.g., “I tend to
manipulate others to get my way,” “I have used deceit or lied to get my way”), psychopathy (four items,
e.g., “I tend to lack remorse,” “I tend to be unconcerned with the morality of my actions”), and
narcissism (four items, e.g., “I tend to want others to admire me,” “I tend to want others to pay
attention to me”). Participants rated the extent to which each statement described them using
a 5-point scale ranging from I (Not at all) to 5 (Very much). Previous studies. These subscales have
previously demonstrated adequate internal reliability (Cronbach’s a = .67-.72 for Machiavellianism, a
=.62-.66 for psychopathy, and a =.85-.87 for narcissism; Jonason and Webster 2010).

Online moral disengagement

The study employed the Online Moral Disengagement Scale developed by Paciello et al. (2020) to
assess moral disengagement in an online context. The scale consists of eight items, each representing
a specific mechanism of moral disengagement (e.g., “Sharing a video about someone else is just a way
of paying attention to them,” “It is right to share someone’s intimate images to highlight a problem,”
“Teasing someone online is not so serious if everyone does it”). Participants rated their agreement
using a 5-point Likert scale ranging from I (strongly disagree) to 5 (strongly agree). This scale has
previously demonstrated excellent internal reliability (Cronbach’s a = .81; Paciello et al. 2020).

Demographic variables

Demographic information was collected from participants, including gender, age, marital status, and
educational level. Gender was coded as Female =0 and Male=1. Age was recorded as a continuous
variable, and for reporting purposes, participants were grouped into four categories: Under 20 years =
1, 20-25 years =2, 26-30 years = 3, and Over 30 years = 4. Marital status was measured as a binary
variable, with Single =0 and Married = 1. Educational level was categorized ordinally as Bachelor’s
Degree = 1, Master’s Degree = 2, and PhD = 3.
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Data analysis

This study tested the hypotheses using partial least-squares path modeling (PLS-SEM) via SmartPLS
4.1.0.8 software. PLS-SEM is a reflective-form measurement and structural equation modeling tech-
nique based on variance. This type of path analysis is a multivariate estimation method commonly
used to measure the causal relationships between path-independent latent variables (unmeasured
variables) and path-dependent latent variables (measured variables). PLS-SEM is suggested to out-
perform covariance-based regression analysis in evaluating mediation effects (Hair, Sarstedt, and
Ringle 2019). The PLS-SEM analysis involves two stages: the measurement model and the structural
model, which are also referred to as the confirmatory measurement model and the structural equation
model (Henseler 2017). The first assessment determines the goodness of the measures used, while
the second confirms or rejects the research hypotheses (Hair and Alamer 2022). In evaluating the
structural model, both direct and indirect effects were considered, following the recommendations of
Hair, Ringle, and Sarstedt (2013) and Henseler (2017). A bootstrapping procedure with 5,000 boot-
strapped samples and 440 cases was used to evaluate the significance of the path coefficients,
generating beta values, standard errors, t-values, and p-values to assess the model’s precision.

Results
Preliminary analysis

In this study, 56 questionnaires were excluded during the initial data analysis to address validity
concerns. These exclusions included respondents who provided identical answers to all questions or
who had numerous unanswered or partially completed items, making proper analysis impossible.
A cutoff of 10% missing data was applied, meaning respondents with more than 10% of missing
responses were omitted. Additionally, 0.07% of cases with minor missing values (less than 10%
missing per questionnaire) were imputed using the mean of the relevant variables to maintain
consistency. The data contained no outliers, and thus the analysis was performed using partial least
squares-structural equation modeling (PLS-SEM) with the SmartPLS SEM version 4.1.0.8 software.

Measurement Model assessment

To address potential common method variance (CMV), collinearity was assessed using the common
method random bias test (Baumgartner et al. 2024). All variables were regressed on a random variable,
and as shown in Table 2, the VIF values were below 3.3, indicating no bias due to single-source data

Table 1. Sample characteristics (N = 344).

Variable Percentage of Sample M (SD)
Gender
Female 53.2
Male 46.8
Age
22.53 (4.67)
Under 20 436
20-25 28.7
26-30 18
Above 30 10.2
Education
Bachelor’s Degree 62.2
Master's Degree 326
Doctoral Degree 5.2
Marital Status
Single 80.5

Married 19.5
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(Kock 2015; Kock and Lynn 2012). Additionally, skewness (+.03) and kurtosis (+.98) values were
within acceptable limits, confirming the normal distribution. No outliers were found, with all
responses falling within 3 standard deviations of the mean.

To assess the measurement model, we first established internal consistency using the composite
reliability index (Hair and Alamer 2022). As shown in Table 2, composite reliability ranged from
.84 to .93, exceeding the minimum acceptable threshold of .70 (Hair, Ringle, and Sarstedt 2013).
Loadings above .60 were retained as recommended by Hair and Alamer (2022), with all constructs
having average variance extracted (AVE) values greater than .50, indicating good internal
reliability.

Convergent validity was confirmed with AVE values exceeding .50 for all constructs (Hair et al.
2014). Discriminant validity was assessed using the Fornell-Larcker criterion and the HTMT ratio. As
shown in Table 3, the square roots of AVEs were higher than the inter-construct correlations, and the
HTMT ratio (highest value =.50) supported discriminant validity (Fornell and Larcker 1981; Hair,
Sarstedt, and Ringle 2019; Henseler, Ringle, and Sarstedt 2015).

After confirming the measurement model’s validity, the next step was the structural model analysis,
which assesses the predictive relationships and path coefficients between latent variables. The struc-
tural model was evaluated based on the significance of structural path coefficients and the coefficient
of determination (R?) for endogenous latent variables, as recommended by Chin (2009).

Table 2. Result of measurement model.

Factor
Loadings Composite Composite Variance
(Min-  Cronbach'’s reliability reliability Average variance inflation factor
Items Max) alpha (rho_a) (rho_c) extracted (AVE) (VIF)
1. Cyberbullying 5 71-76 .85 .84 .84 .52 1.28
Perpetration
2. Narcissism 4 .73-87 .89 .90 .89 .67 1.28
3. Machiavellianism 4 .71-.80 .85 .85 .85 .59 1.03
4. Psychopathy 4 .74-82 .87 .87 .87 63 1.20
5. Online Moral 8 .72-.82 93 93 93 .61 1.02
Disengagement
Table 3. Discriminant validity.
Fornell — Larcker criterion Heterotrait — monotrait ratio (HTMT)
1 2 3 4 5 1 2 3 4
1. Cyberbullying Perpetration 72
2. Machiavellianism 51 77 51
3. Narcissism 54 45 .82 .54 45
4. Online Moral Disengagement .59 53 34 .78 .59 35 33
5. Psychopathy .54 40 43 42 .79 .54 40 43 42

Main analysis: correlation and structural model assessment

Several significant relationships among the variables are presented in Table 4, which contains
Pearson’s correlation coefficients from zero-order analysis. The study reveals that self-reported
narcissism, Machiavellianism, and psychopathy were positively associated with cyberbullying perpe-
tration. This suggests that individuals scoring higher on these traits were more likely to engage in
cyberbullying behaviors. Moreover, the dark triad traits were positively associated with the level of
online moral disengagement, indicating that individuals with higher dark triad scores were less likely
to experience moral inhibitions. The analysis also revealed a positive relationship between online
moral disengagement and cyberbullying, suggesting that individuals with higher moral disengagement
were more inclined to engage in cyberbullying without moral restraint.
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Table 4. The zero-order correlations between variables.

M sD 1 2 3 4
1. Cyberbullying Perpetration .94 .68
2. Machiavellianism 3.05 .89 A3%*
3. Narcissism 293 .94 A48%* 39%*
4. Psychopathy 2.86 94 A5%* 36%* .38%*
5. Online Moral Disengagement 235 77 53%* 32%* 30%* .39%*

Note. Possible range of scores: 1 to 5 for all variables.
*p <.05; **p < .01.

Table 5. Path coefficients and significance of structural model.

Pathways B SE T values P values R,
Direct path
Machiavellianism — Cyberbullying .20 .06 3.15 .01
Narcissism — Cyberbullying 24 .06 4.06 .01
Psychopathy — Cyberbullying 21 .07 3.23 .01
Moral Disengagement — Cyberbullying 35 .06 6.46 .01
.55
Machiavellianism — Moral Disengagement 18 .07 2.71 .01
Narcissism — Moral Disengagement 13 .07 197 .05
Psychopathy — Moral Disengagement 29 .06 4.55 .01
.23
Indirect path
Machiavellianism — Moral Disengagement — Cyberbullying .06 .03 2.49 .01
Narcissism — Moral Disengagement — Cyberbullying .05 .03 1.87 .06
Psychopathy — Moral Disengagement — Cyberbullying .10 .03 3.53 .01
Model fit index values (95% Cl- 99% Cl)
SRMR .038 (.038-.041)
NFI .899

Note. SRMR = Standardized Root Mean Square Residual; NFI = the Normed Fit Index.

Regarding the direct effects of demographics, gender, marital status, age, and education did
not correlate with cyberbullying perpetration, so these variables were excluded to improve the
model’s readability. The model shows that all three dark triad traits were positively linked to
cyberbullying behavior. Additionally, the results suggested a significant direct path between
online moral disengagement and cyberbullying. Table 5 and Figure 1 reveal that narcissism,
Machiavellianism, and psychopathy were positively and significantly associated with online
moral disengagement.

Path analysis revealed that online moral disengagement partially mediated the relationships
between Machiavellianism and cyberbullying perpetration, as well as psychopathy and cyberbullying
perpetration. However, it did not mediate the relationship between narcissism and cyberbullying
perpetration. The model explained 55% of the total variance in cyberbullying perpetration and 23% of
the variance in online moral disengagement.

Regarding model fit, the Standardized Root Mean Square Residual (SRMR) was .038 (values below
.08 indicate good fit), and the Normed Fit Index (NFI) was .90, reflecting a reasonable model fit
(Bentler and Bonett 1980).

Discussion

Using a sample of 344 students from the University of Tehran, this study aimed to examine
cyberbullying through the lens of dark triad personality traits, focusing on the mediating role of
moral disengagement.
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Machiavellianism 55

—_
(e
%
*

Figure 1. Mediation Model of dark triad traits and cyberbullying perpetration via online moral disengagement. Note. The coefficients
presented are standardized regression coefficients. Indirect paths are depicted with dashed lines. Statistical significance is denoted as
follows: *p < .05; **p < .01.

The dark triad personality traits and their direct links to cyberbullying perpetration

The findings supported the first hypothesis, demonstrating that all three dimensions of dark triad
traits - Machiavellianism, narcissism, and psychopathy — were directly and positively associated with
cyberbullying perpetration among university students. These results align with previous research
(Schade, Voracek, and Tran 2021; Wright et al. 2020), which identified significant positive correlations
between dark triad traits and cyberbullying behaviors.

One reason narcissism may be directly linked to cyberbullying is that individuals with high levels of
narcissism tend to focus excessively on themselves, showing little or no regard for others’ feelings. This
self-centeredness may lead university students high in narcissism to engage in cyberbullying to sustain
their sense of superiority (Bonfa-Araujo et al. 2022; Fan et al. 2019). Such behavior may also stem from
their need for approval and recognition, and their ambitions for popularity on social networking sites.
Narcissistic individuals may belittle others online to boost their self-esteem by comparing themselves
to those they demean. The Internet’s architecture facilitates their mean online behaviors by providing
anonymity and shielding individuals from immediate consequences.

In the case of Machiavellianism, its association with cyberbullying perpetration likely stems from the trait’s
defining characteristics: a strategic approach to manipulation and a lack of concern for ethical implications
(Jones and Jose Figueredo 2013, Jones and Paulhus 2014; Muris et al. 2017). Thus, Machiavellian students
engage in calculated forms of cyberbullying, which are often driven by a desire to gain power, status, or wealth
at the expense of others. Such calculated actions heighten the adverse impact of cyberbullying.

Similarly, the link between psychopathy and cyberbullying can be attributed to callousness,
impulsivity, and thrill-seeking tendencies. Students with high levels of psychopathy often lack empa-
thy and are indifferent to the consequences of their actions (Furnham, Richards, and Paulhus 2013,
Jones and Paulhus 2014; Veselka, Aitken Schermer, and Vernon 2012). Their engagement in cyber-
bullying may be motivated by a desire for dominance or impulsive thrill-seeking. The online
environment, with its lack of immediate repercussions, enables and exacerbates these behaviors.

Collectively, dark triad traits foster socially aggressive, narcissistic, and self-centered behavior,
which aligns with cyberbullying tendencies. These traits exploit the affordances of online environ-
ments - such as anonymity, broad audience reach, and reduced immediacy of social consequences - to
harm others and advance personal agendas.
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The direct link between moral disengagement and cyberbullying perpetration

In line with our second hypothesis, we found a direct and positive relationship between moral
disengagement and cyberbullying perpetration. According to the social cognitive theory of moral
agency and moral disengagement (Bandura 2016), university students high in online moral disen-
gagement are less likely to view cyberbullying as morally wrong and less prone to feel guilty when
engaging in such behavior. They are more inclined to justify their actions by labeling them as “just
joking” or “teasing,” comparing them to worse acts, or shifting blame others, thereby displacing or
diffusing personal responsibility. Additionally, they may perceive the effects of their actions as
insignificant or short-lived, underestimating the harm caused to their targets. Dehumanizing or
blaming the victim further reinforces this behavior (Bandura 2002, 2016).

Consistent with the social cognitive theory and its concept of moral disengagement, previous
research has demonstrated that moral disengagement is associated with anti-social conduct (Luo
and Bussey 2023), aggression (Gini, Pozzoli, and Hymel 2014; Luo and Bussey 2023), traditional
bullying (Killer et al. 2019; Luo and Bussey 2023; Thornberg 2023), and cyberbullying (Killer et al.
2019; Lo Cricchio et al. 2021; Zhao and Yu 2021). Our findings provide further support for the
connection between moral disengagement and .cyberbullying They also align with the social-cognitive
theory of moral agency and moral disengagement (Bandura 2002, 2016), demonstrating that uni-
versity students with higher levels of online moral disengagement are more likely to engage in
cyberbullying.

Moral disengagement as a mediator

Although the concept of moral disengagement as a mediator between dark triad traits and negative
online behaviors is not new, the present study contributes by examining this model in a university
student sample within the context of cyberbullying and a Middle Eastern setting. Previous studies have
shown that dark triad traits influence moral disengagement and other disinhibitory processes, linking
these traits with outcomes such as relational aggression and traditional bullying (Gunnoo, Jackson,
and Saling 2024; Karasavva and Forth 2022; Wright et al. 2019). Our findings reveal that while all three
dark triad traits were directly associated with cyberbullying perpetration, two of the three traits -
Machiavellianism and psychopathy — were also indirectly linked to it through moral disengagement in
the current sample of Iranian university students.

Individuals scoring high in Machiavellianism and psychopathy - traits characterized by cynicism,
manipulativeness, callousness, and impulsivity — are more likely to engage the moral disengagement.
According to Thornberg et al. (2024), individuals with such traits may possess an implicit, rapid moral
disengagement cognition, enabling them to rationalize or justify their actions without guilt. This
rationalization serves as a psychological expedient, allowing aggressive online behavior to persist
unchecked (Bandura 2016).

The present study builds upon prior work, including studies exploring the mediating role of moral
disengagement in the relationships such as (a) callous-unemotional traits and traditional bullying
(Elits and Béker 2023; Thornberg et al. 2024), (b) callous-unemotional traits and cyberbullying (Fang
et al. 2020), (c) psychopathic traits and cyberbullying (Nocera et al. 2022), (d) dark triad traits and
relational aggression (Erzi 2020), and (e) low affective empathy and bullying (Zych and Llorent 2019).
Situating itself in the context of cyberbullying, this study offers novel insights into how
Machiavellianism and psychopathy operate through moral disengagement in online environments.

A possible explanation for why moral disengagement was not a significant mediator between
narcissism and cyberbullying perpetration in our findings may be that narcissism is more focused
on maintaining self-image and seeking validation. Narcissistic individuals may not rely as heavily on
moral disengagement as Machiavellian or psychopathic individuals because their cyberbullying
behavior often stems from ego preservation rather than a calculated or callous disregard for morality.
In contrast, Machiavellianism and psychopathy are characterized by manipulative, exploitative, and
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callous tendencies, involving a willingness to violate moral norms and harm others without guilt or
empathy. As a result, these traits may necessitate greater moral disengagement to facilitate cyberbully-
ing perpetration. Our study contributes novel insights to the literature by demonstrating that while
narcissism, Machiavellianism, and psychopathy are not directly related to moral disengagement and
cyberbullying perpetration, Machiavellianism and psychopathy are also indirectly related to cyber-
bullying perpetration through the mediating role of moral disengagement when included in the same
model and controlled for each other.

Limitations

While this study has a number of strengths, such as the novelty of including and testing direct and
indirect associations between all three dimensions of dark triad and cyberbullying perpetration via
moral disengagement in the same model, as well as demonstrating these relationships in Iran -
a culture distinct from the predominantly Western focus of the existing literature - there are notable
limitations to consider. The cross-sectional design precludes conclusions about causality or the
temporal sequence of dark triad personality traits, moral disengagement, and cyberbullying. Future
studies should adopt a longitudinal design to establish temporal relationships and determine the
directionality among these variables. Additionally, randomized controlled trials (RCTs) with inter-
ventions aimed at reducing dark triad should be conducted to examine causal relationships. Self-
report questionnaires are susceptible to social desirability bias, which may lead respondents to over- or
under-report their behaviors. Furthermore, this study focuses on self-identified perpetrators, exclud-
ing the perspectives of cyberbullying victims. The generalized moral disengagement scale used in this
research may not fully capture online-specific dynamics, such as disinhibition and anonymity (Suler
2005). There is also an increasing interest in sadism (e.g., van Geel et al. 2017), and several scholars
have proposed expanding the dark triad to the “dark tetrad” by adding sadism as a fourth trait (Muris
et al. 2017). Considering this further conceptualization and the growing body of research on dark
tetrad (Bonfd-Araujo et al. 2022), future studies should include sadism to investigate whether
Machiavellianism, narcissism, psychopathy, and sadism are linked to cyberbullying perpetration -
both directly and indirectly via moral disengagement - when examined within the same model.
Finally, considering the specific sample of Iranian university students used in this study, the findings
should be generalized with caution. Future research should include diverse populations across
different countries and regions, as well as varied age groups and subgroups.

Policy implications

Universities and other educational institutions may incorporate personality assessments into their
prevention measures of cyberbullying given the high association between dark triad traits and
cyberbullying. Early identification of students with these traits can enable targeted interventions.
For example, value reflection activities (Anello 2020), cognitive-behavioral therapy (Champion 2024),
and emotion-focused training (Barankova and Vad’urova 2022) have proven effective in tackling
narcissistic conduct, reducing negative behaviors, and promoting emotional literacy. More system-
atically organized positive outlets for recognition in the classroom, for example, leadership positions,
group tasks, and volunteering can additionally help to redirect the desire for recognition into positive
behaviors, minimizing the risk of engaging in cyberbullying, and enhancing constructive peer
interactions.

Psychopathy’s association with severe cyberbullying necessitates interventions emphasizing
accountability and emotional regulation, such as the Project Support parenting program (McDonald
et al. 2011) and PSYCHOPATHY.COMP (Ribeiro da Silva et al. 2021) demonstrate how fostering
secure relationships, cultivating compassionate motivation, and applying Compassionate Mind
Training (CMT) can manage emotional responses and build self-compassion. According to Lewis



DEVIANT BEHAVIOR 13

(2018), it is crucial to use developmental interventions that address the underlying causes of psycho-
pathy rather than merely managing its symptoms, as this reduces antisocial behavior.

For Machiavellianism, it is important to enhance self-control, empathy, and trust. Studies by
Hudson et al. (2023) and Sahin (2012) have observed that empathy training, conflict resolution
programs, and social skills development help minimize manipulative behaviors and cyberbullying.
These approaches aid in regulating emotions and fostering positive interpersonal behaviors.

Finally, addressing moral disengagement, a significant factor that enables individuals to justify
negative actions in cyberspace, is crucial for preventing cyberbullying. Positive strategies include
fostering thinking skills, empathy, and socio-analytic processing. Bustamante and Chaux (2014)
conducted a study on school-based programs, revealing that programs emphasizing critical thinking
and social regulation are most effective in reducing moral justifications. Similarly, Aly, Taylor, and
Karnovsky (2014) developed the Beyond Bali program, which counteracts moral disengagement by
promoting self-sanctioning and challenging the justification of undesirable actions.D’Errico et al.
(2024)demonstrated that reflexivity and narrative rewriting can minimize ethnic moral disengagement
in the context of combating racial misinformation. Additionally, Lazuras et al. (2012) highlight that
enhancing empathy in educational contexts reduces moral disengagement and promotes appropriate
online behavior. In conclusion, there is a clear need for prevention and intervention programs that are
holistic in nature and implemented already in school settings to prevent a negative development of
dark triad traits, moral disengagement, and cyberbullying perpetration over time. Some of these
interventions may also be further adjusted and used at the university level to address cases of
cyberbullying. These programs should address cognitive rationalizations, emotional self-regulation,
and ethical technology usage.

Conclusion

Cyberbullying perpetration is an immoral behavior with the intention of inflicting harm and harmful
consequences. Our findings showed that three dimensions of dark triad personality traits — narcissism,
Machiavellianism, and psychopathy - and moral disengagement were uniquely and directly associated
with cyberbullying perpetration among the Iranian university students in the current sample. In
addition, we found that Machiavellianism and psychopathy were also indirectly associated with
cyberbullying perpetration mediated by moral disengagement. Altogether, our findings shed light
on how these personal factors facilitate immoral online behaviors like cyberbullying among young
adults.
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