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Online sexual coercion and extortion is a crime

Y

Are you a victim? Get help. report it. We are here ][ Your life is online. Protect it! ]

Y

Law Enforcement reporting channels - Child sexual Coercion and Extortion ]

Y

Removing links to explicit content ]

SNAPCHAT

To change who can send you Snaps: Click ghost on the camera screen to access your profile. Then
tap the gear icon in the upper-right corner of the screen and scroll down to the “Who Can” section.

For Snaps: Go to the “Contact Me" option and choose “My friends” — only your friends are

then able to send you Snaps. The other option is “Everyone”, but this will allow any
stranger to send you Snaps.

For Stories: tap the “View my Story” option and choose either “My friends” (all of them) or

“Custom” (you can select specific friends only). The other option is “Everyone”, but this will
allow any stranger to see your stories.

To block a contact:

Tap the username you want to block in your “My Friends” page.
Tap the gear icon that appears next to their name.

Select “Block” to prevent Snaps, Chats or them viewing your stories.

To block someone who isn't in your friend list, swipe on their name on the Chat screen to
open a Chat with them. Then tap the button in the top left corner to access their profile, where you
can block them.

For more information, visit: https://www.snapchat.com/safety 4§

FACEBOOK


mailto:?subject=How%20to%20set%20your%20privacy%20settings%20on%20social%20media%20%7C%20Europol&body=https%3A%2F%2Fwww.europol.europa.eu%2Fhow-to-set-your-privacy-settings-social-media
http://www.facebook.com/share.php?u=https%3A%2F%2Fwww.europol.europa.eu%2Fhow-to-set-your-privacy-settings-social-media&t=How%20to%20set%20your%20privacy%20settings%20on%20social%20media%20%7C%20Europol
https://twitter.com/intent/tweet?url=https%3A%2F%2Fwww.europol.europa.eu%2Fhow-to-set-your-privacy-settings-social-media&text=How%20to%20set%20your%20privacy%20settings%20on%20social%20media%20%7C%20Europol
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.europol.europa.eu%2Fhow-to-set-your-privacy-settings-social-media&title=How%20to%20set%20your%20privacy%20settings%20on%20social%20media%20%7C%20Europol&ro=false&summary=&source=
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/online-sexual-coercion-and-extortion-crime
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/are-you-victim-get-help-report-it-we-are-here
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/your-life-online-protect-it
https://www.europol.europa.eu/law-enforcement-reporting-channels-child-sexual-coercion-and-extortion
https://www.europol.europa.eu/removing-links-to-explicit-content
https://www.snapchat.com/safety
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Through “Privacy Shortcuts” you can perform a quick test on your privacy settings by going through
the “Privacy Check-up”.



14 Privacy Shortcuts

m Privacy Check-up <css——

o
~E

Who can see my stuff? A

ho can See your future posts? 5
Friends

Where do | review who can see things I've

posted or been tagged in? >
Use Activity Log

Who can contact me? v

Who can send me

iend requests 5
Friends of friends

) 1& How do | stop someone from
bothering me?

You can block someone to unfriend them and prevent
them from starting conversations with you or seeing
things that you post on your Timeline. People you block
can still see and comment on stuff you share in groups,
apps and other shared places.
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Privacy Basics >

More Settings >

You can also control who can see your stuff (select “Friends” from the drop down list), who can
contact you (“Friends of friends” is a preferred option over “Everyone”’, however, don’t accept
friend requests from strangers), and you can learn how to stop someone from bothering you
(this is the section where you can Block people as well).




£ Timeline & Tagging

Who can add things to my Timeline?

Who can post on your Timeline? 5
Only me

Review posts that friends tag you in before

‘ ” appear on your Timeline? >

You can also choose what is visible in your timeline. Turn on “Review posts that friends tag you in”
(go to “Privacy shortcut”/“See More Settings”/“Timeline and tagging”) so you can approve posts
where your friends have tagged you before they appear on your timeline.

Who can look me up?

Who can look you up using the email address
you provided? >
Friends

Who can look you up using the phone number
you provided? >
Friends

Do you want search engines outside of

6ebook to link to your Profile? >

It is also recommended you opt out of search engines being able to find your profile. You can do
this through “Settings”/“Privacy Settings’/ “Who can look me up?” then click edit and un-tick the
box.

New users who declare in their profile that they are aged between 13 and 18 will have a default
privacy setting which means their content is only shared with friends.

For more information, visit: https://www.facebook.com/about/basics f and
https://www.facebook.com/safety 4

INSTAGRAM

Instagram has a very simple privacy setting: either you share posts with anyone (account
configured as “Public”) or only people you have previously approved to follow you can see your
content (account configured as “Private”).

We strongly encourage you to set is as “Private” by going to “Options” and enabling the “Private
Account” function. Once this is done, it is important that you do not accept requests from
people that you do not know in the offline world.


https://www.facebook.com/about/basics
https://www.facebook.com/safety

If you would like to remove someone that is already following you, you can do so by blocking this
person: find them in your followers' list and click on them to open their profile. On the top right

corner,tapon eee (I0S)or E (Android) and select “Block”. The same procedure can be

followed to unblock the person.

For more information, visit: https:/help.instagram.com/ 4§
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ACCOUNT

Story settings >
Edit Profile

Change Password

Posts that you've Liked

Two-factor Authentication

Blocked Users )

Switch to Business Profile

Private Account @
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TWITTER

When you open a Twitter account for the first time it is automatically set to “Public”. This means
that everybody can see your tweets, even if they don't have a Twitter account.

We strongly encourage you to “Protect” your Tweets, so only your followers can access your
content. You can do so by clicking on “Settings” and then selecting “Settings and Privacy”. Select
“Privacy and safety” in the menu and enable the option “Protect my Tweets”.

If you would like to remove someone that is already following you, go to their Twitter profile and


https://help.instagram.com/

click on the “Following” button. This will make you automatically stop following the person. If you
think this is not enough, you can “Block a user” by clicking on the settings gear on their profile and
then selecting “Block”. This way, the person will not be able to follow or message you.

For more information, visit: https://support.twitter.com/ 4

Cybercrime - Child Sexual Exploitation Online sexual coercion and extortion of children

General Public Law Enforcement Academia Professor Students Researcher
Press/Journalists Other

European Cybercrime Center (EC3)



https://www.europol.europa.eu/crime-areas-and-trends/crime-areas/cybercrime
https://www.europol.europa.eu/crime-areas-and-trends/crime-areas/child-sexual-exploitation
https://www.europol.europa.eu/crime-areas-and-trends/crime-areas/child-sexual-exploitation/online-sexual-coercion-and-extortion-of-children
https://www.europol.europa.eu/target-groups/general-public
https://www.europol.europa.eu/target-groups/law-enforcement
https://www.europol.europa.eu/target-groups/academia
https://www.europol.europa.eu/target-groups/professor
https://www.europol.europa.eu/target-groups/students
https://www.europol.europa.eu/target-groups/researcher
https://www.europol.europa.eu/target-groups/press-journalists
https://www.europol.europa.eu/target-groups/other
https://www.europol.europa.eu/entities/european-cybercrime-center-ec3
https://support.twitter.com/

